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[bookmark: page2]RFP SCHEDULE – SOURCING PLAN SUMMARY
	Sl. No.  
	Particulars  
	Details Date (Time)

	1
	Start date of issuance of RFP document
	27/05/2025

	2
	Deadline for requesting clarifications with regards to the RFP
	29/05/2025

	3
	Last date and time for RFP Submission 
	[bookmark: _GoBack]01/06/2025 – 0400 HRS

	4
	Date and time for opening of the proposals via MS TEAMs/WEBEX
	12/03/2025 1000 HRS



EAT: East Africa Time

1. 
2. THE REQUEST

1.1	Invitation

You, your company are hereby invited to submit a Proposal for, “CO-OP BANK PROCUREMENT OF SOPHOS ZTNA, MDR COMPLETE AND FIREWALL UPGRADES”. The Bank will use this Proposal as a basis for a decision regarding the “CO-OP BANK PROCUREMENT OF SOPHOS ZTNA, MDR COMPLETE AND FIREWALL UPGRADES.”

	Accepted
	Not Accepted

	
	

	
	



1.2	Schedule for decision-making

The closing time and date for written Proposals submission is on TBA by which your Proposal must be sent to tenders@cbtbank.co.tz with the subject ‘CO-OP BANK PROCUREMENT OF SOPHOS ZTNA, MDR COMPLETE AND FIREWALL UPGRADES. COOP BANK shall be entitled to reject any Proposal received after the due date and time. All proposals shall be sent in PDF Format Only with encryption. The encryption password shall be shared by each vendor during an online opening session via online meeting platform (Webex/Teams). The meeting link will be shared with each participant in advance before the deadline for submission. (Extreme Complex Passwords are not encouraged).


	Accepted
	Not Accepted

	
	

	
	



1.3	Disclosure of reasons

COOP BANK reserves the right not to disclose any of its reasons for the taking of decisions resulting from this Request for Proposal.


	Accepted
	Not Accepted

	
	

	
	




1.4	Completeness of Proposal

You are specifically required, in your Proposal, to respond in writing to each of the points of Section 1& 2 of this Request for Proposal, in this sequence and with retention of this numbering system. Your responses could consist of, "Accepted" or "Not Accepted", together with an associated or supporting statement where appropriate.

[bookmark: page3]

You are also required, in your Proposal, to respond in writing to each of the points of Section 3 and 4 of this Request for Proposal, in this sequence and with retention of the numbering system.

	Accepted
	Not Accepted

	
	

	
	



1.5	Language

You are requested to submit your Proposal in English.

	Accepted
	Not Accepted

	
	

	
	



1.6	Number of copies

You are requested to submit one complete Proposal, together with all supporting documentation. 

	Accepted
	Not Accepted

	
	

	
	



1.7	Format of Proposal

You are requested to submit your Proposal in PDF format. The proposal not limited to however should provide the following:

i. Technical Proposal covering functional and Non-Functional requirements articulated in Section 2 of this RFP

ii. Financial Proposal for the provision of the referred service as described in Section 3 of this RFP
	Accepted
	Not Accepted

	
	

	
	



1.8	Misrepresentation

COOP Bank, the decision-making process, will to a large extent be reliant upon the information supplied by you. Should it be found that aspects of such information are incomplete, untrue or misleading, COOP Bank. reserves the right to terminate negotiations with you.

	[bookmark: page4]Accepted
	Not Accepted

	
	

	
	











1.9	Access to COOP BANK 
You may require access to persons, departments, or building of COOP Bank. in order to acquire further information for the preparation of your response to this Request for Proposal. You are requested to arrange such appointments through the office of the Secretary of the Tender Committee.

	Accepted
	Not Accepted

	
	

	
	



1.10	Completeness of Proposal

You are expected to provide to COOP Bank. an accurate and complete Proposal as requested in more detail hereunder. Should you find the said requests incomplete or ambiguous, and then the onus rests upon you to obtain clarification from the Requestor.

COOP Bank will require that any omissions by you or mistakes on your part in this regard be rectified within a time scale agreed to by COOP Bank.

You are expected to make an unequivocal statement to this effect in your Proposal, since COOP Bank will require that such an undertaking be included in any contractual agreement, which may result from the selection process.

	Accepted
	Not Accepted

	
	

	
	



1.11	RFP Official Contact

Upon release of this RFP, all supplier communications concerning this Proposal request should be directed to the RFP Requestor. Unauthorized contact regarding this RFP with other COOP Bank employees may result in disqualification. Any oral communications will be considered unofficial and non-binding to COOP Bank. You are to rely only on written statements issued by the RFP Requestor.

	Accepted
	Not Accepted

	
	

	
	



1.12	Influencing

It is specifically brought to your attention that any attempts at influencing COOP Bank decision-making process outside of the Management Tender Committee responsible may lead to disqualification.

	[bookmark: page5]Accepted
	Not Accepted

	
	

	
	



1.13	Costs and Selection
All costs incurred by you in preparing the Proposal and providing any additional information to COOP Bank ., shall be borne by you. The issuance of this RFP does not obligate COOP Bank. to accept any of the resulting Proposals. COOP Bank makes no commitments, implied or otherwise, that this RFP process will result in a business transaction with one or more of the suppliers.

	Accepted
	Not Accepted

	
	

	
	



1.14	Contracts
If you are successful and selected, you will be required to sign the contract, which will be under COOP bank standard template, and no other template will be allowed only the contract document that will be provided by COOP BANK. The standard general term of the contract is attached with the RFP in which you will be required to familiarize yourself with the document to make execution of the contract to be quick.


	Accepted
	Not Accepted

	
	

	
	



1.15       Tax Compliance
Please note the price proposal that you will provide on this RFP will be complying to the requirements of the Tax laws of the United Republic of Tanzania that will include but not limited to Withholding Tax and VAT.
             
	Accepted
	Not Accepted

	
	

	
	


 
1.16	RFP Responses

COOP Bank is not under any obligation to search for clarification through additional or unformatted information submitted as a supplement to the formatted response. Where a proposal contains conflicting information, COOP Bank at its option may either request clarification or may consider the information unresponsive.


	Accepted
	Not Accepted

	
	

	
	



1.17	Contract Award

COOP Bank reserves the right to appoint more than one Supplier for all services. In the event that this contract is split the pricing offered in your proposal will expect to be maintained. Should there be pricing differences in line with business awarded; this must be clearly stated in your proposal.


	Accepted
	Not Accepted

	
	

	
	

	
	













1.18        Queries should necessarily be required, please submit in the following format: 

	Sr. No.
	RFP Reference(s)(Section &Page
Number(s)
	Content of RFP requiring Clarification(s)
	Points of
Clarification

	
	
	
	


a. Bank shall not be responsible for ensuring that the bidders’ queries have been received by us. Any requests for clarifications after the indicated date and time may not be entertained by the Bank. 
1.19     Responses to Pre-Bid Queries and Issue of Corrigendum 
a. The Bank will provide timely response to all queries. However, Bank makes no representation or warranty as to the completeness or accuracy of any response made in good faith, nor does Bank undertake to answer all the queries that have been posed by the bidders. 
b. At any time prior to the last date for receipt of bids, Bank may, for any reason, whether at its own initiative or in response to a clarification requested by a prospective Bidder, modify the RFP Document by a corrigendum. 
c. The Corrigendum (if any) & clarifications to the queries from all bidders will be e-mailed to  tenders@cbtbank.co.tz
d. Any such corrigendum shall be deemed to be incorporated into this RFP. 
e. The outer envelope thus prepared should also indicate clearly the name, address, telephone number, E-mail ID and fax number of the bidder to enable the Bid to be returned unopened in case it is declared "Late".
1.20    Tender Opening 
The representatives of the bidders should be advised to carry the identity card or a letter of authority from the tendering firms to identify their bonafide for attending the opening of the proposal (Not applicable for this RFP, the session will be online). 
1.21    Tender Validity 
The offer submitted by the Bidders should be valid for minimum period of 120 days from the date of submission of Tender. 
	
	Accepted
	Not Accepted

	
	

	
	

	
	



1.22     Authentication of Bids 
A Letter of Authorization in the name of the signatory of the Proposal should accompany a Proposal. 
	Accepted
	Not Accepted

	
	

	
	

	
	


1.23     Deviations  
The bidder may provide deviation to the contents of the RFP document. It may be noted that once the deviations are provided, the bidder would not be allowed to withdraw the deviation submitted. 
The Proposal Evaluation Committee would evaluate and classify them as “material deviation” or “non-material deviation “. In case of any material deviations, the Committee would be entitled to reject the bid. 
1.24     Evaluation process and guiding principles 
1.24.1. Evaluation process
COOP Bank will employ the below multi-stage process to evaluate RFP responses received from Bidders / Bidding Consortiums. 
COOP Bank reserves the right to select none/ any of the proposed solutions.
Preliminary Examination of Bids:

· COOP Bank will examine the technical Bids to determine whether they are complete and are generally in order. 
· COOP Bank will also determine if the Bidder’s bid contains departures from the requirements of the Bidding Documents (e.g., inadequacy of the qualifications, documentary evidence, responsiveness of the technical proposal, etc.)   In this case, COOP BANK may, at its sole discretion, exclude the bid from further consideration.

Desktop Evaluation
COOP Bank will carry out a detailed evaluation of each technical Bid that was not rejected during preliminary examination, in order to determine whether the technical aspects of the bid are responsive to the requirements set forth in the Bidding Documents. In order to reach such a determination, COOP Bank will examine the information supplied by the Bidders. The technical bid evaluation shall take into account the following factors:
· overall completeness and compliance with the Technical Requirements; the technical merits of the solutions offered, and deviations from the Technical Requirements; 
· suitability of the System offered in relation to the conditions prevailing at the site; and the suitability of the implementation and other services proposed, as described in the Preliminary Project Plan and responses to non-functional requirements included in the bid;
· achievement of specified technical specifications and functional by the System;
· type, quantity, quality, and long-term availability of maintenance services and of any critical consumable items necessary for the operation of the System as specified by the non-functional requirements;
· any other relevant technical factors that COOP Bank deems necessary or prudent to take into consideration
As part of the technical bid evaluation, COOP Bank shall ascertain to its satisfaction that, on the basis of the documentary evidence submitted, the Bidder remains qualified to satisfactorily perform the Contract. This determination will take into account the Bidder’s financial, technical, and production capabilities, and past performance.  It will be based upon an examination of the documentary evidence of the Bidder’s qualifications submitted, as well as such other information as COOP Bank deems necessary and appropriate.

Product Demonstration (if Applicable):

COOP Bank will invite the bidders who meet COOP Bank qualification criteria following the Desktop evaluation to perform live product demonstrations and tests of the Bidder’s proposed System. This will be carried out to determine that the performance or functionality of the System offered meets those stated in the Technical Requirements.  COOP Bank  will prepare use cases and share with the bidders who will be invited to perform the live demonstrations and tests. The use cases shall be based on the technical and functional requirements. COOP BANK will evaluate the demonstration to determine whether it meets the evaluation criteria. Time limits for these presentations will be established at the sole discretion of COOP Bank prior to the presentations.  Bidders who do not meet COOP BANK qualification criteria will be excluded from further evaluations. 

COOP Bank will not be responsible for any staff travel and subsistence costs of the bidder’s team and any and all costs of the Bidder in preparing, conducting and dismantling the tests and demonstrations.   COOP BANK will provide the dates and Venues for bidder’s demonstrations. 

Following the live demonstrations evaluation, only successful bidders shall be required to facilitate reference validations at the site provided by the bidder.

Site reference checks
Bidders will be requested to facilitate site reference checks for COOP Bank. The reference checks will involve an assessment of the implementation services and the support provided by the bidder at the reference sites.
The final technical bid score shall be a combination of the desktop evaluation score, live demonstrations score and reference validation score. The Financial Bid shall be considered only to those Bidders whose desktop evaluations, demonstration and site reference check evaluations meet COOP BANK’s Qualification Criteria.

1.24.2 Evaluation guiding principles.
a. The evaluation Committee constituted by the Bank shall evaluate the responses to the RFP and all supporting documents/documentary evidence. Inability to submit requisite supporting documents/documentary evidence may lead to rejection of bid. 
b. Decision of the evaluation Committee in the evaluation of responses to the RFP shall be final. No correspondence will be entertained outside the process of evaluation with the Committee. 
c. The evaluation Committee may request from the Secretary of the Management Tender Committee for meetings/presentations with the Bidders to seek clarifications on their proposals 
d. The evaluation Committee reserves the right to reject any or all proposals on the basis of any deviations. 
e. Each of the responses shall be evaluated as per the criterions and requirements specified in this RFP. 
1.25    Performance Bank Guarantee (if Applicable)
Bank will require the selected bidder to provide a Performance Bank Guarantee, within 15 days from the notification of award, Performance Guarantee shall be kept valid till completion of the Project. Performance Guarantee shall contain a claim period of three months from the last date of validity.  Selected bidder shall be responsible for extending the validity date and claim period of Performance Guarantee as and when it is due on account of non-completion of the Project and Warranty period. In case, the selected bidder fails to submit Performance Guarantee within the time stipulated, Bank at its discretion may cancel the order placed on the selected bidder without giving any notice. 

	Accepted
	Not Accepted

	
	

	
	

	
	



1.26    Failure to Agree with the Terms and Conditions of the RFP 
Failure of the successful bidder to agree with the Draft Legal Agreement and Terms & Conditions of the RFP shall constitute sufficient grounds for the annulment of the award, in which event, Bank may award the contract to the next best value bidder or call for new proposals from the interested bidders. 

	Accepted
	Not Accepted

	
	

	
	



1.27    Business Continuity Management (BCM) requirements 
If you are successful, you will execute services and support contract hence you must have a Business Continuity plan, policy or procedure in place to be in line with COOP BANK’s BCM requirements. This will also form part of evaluation criteria for awarding Vendor. Attached find the BCM requirement questionnaire that you must fill, sign and stamp and submit together with this RFP.

	Accepted
	Not Accepted
	Not Applicable 

	
	
	

	
	
	




1.27   Vendor Due Diligence (DD) requirements 
For compliance, Vendor shall submit all documents for due diligence as per attached pack of Due Diligence Forms. Vendor(s) who will not submit these forms full filled and stamped will be disqualified. Supplier indemnity form shall be signed and stamp by the Vendor’s Bank.

	Accepted
	Not Accepted
	Not Applicable 

	
	
	

	   
	
	


 

  

3. [bookmark: page6]STATEMENT OF REQUIREMENT
2.1 Background

To strengthen the organization’s cybersecurity posture by implementing Sophos Zero Trust Network Access (ZTNA), Managed Detection and Response (MDR) Complete solution, and upgrading Sophos Firewall with Xstream Protection and Web Server Protection. This initiative aims to ensure secure application access, proactive threat detection, and response capabilities while integrating with existing infrastructure.
Scope:
· Deployment of Sophos ZTNA for secure, seamless access to critical business applications.
· Implementation of Sophos MDR Complete for 24/7 threat monitoring, detection, and response.
· Sophos Firewall upgrade to include Xstream Protection and Web Server Protection for enhanced network security.
· Integration with existing IT infrastructure, including identity management systems and third-party security tools.

Attached is the business requirement document.




DISCLAIMER:
This BRD should be read together and in line with Procurement of SOPHOS ZTNA, MDR COMPLETE AND FIREWALL UPGRADEs’ functional features. The BRD is a detailed customized business requirements for Procurement of SOPHOS ZTNA, MDR COMPLETE AND FIREWALL UPGRADEs required and related standard functional areas to best suit market and regulatory environments of the Bank. This doesn’t exclude/omit in any how other  standard features not covered by this BRD. 


2.2 Sizing
The size, design, procure, commission, and maintain the solution and related to software. All the cost should be borne by the bidder and should be mentioned in the commercial bid.

4. COMMERCIAL REQUIREMENT
4.1. Capability

4.1.1. Please indicate where you have fulfilled similar requirements on other completed or ongoing projects of a similar nature, type, scale and / or complexity before.

4.1.2. If you have, how would you classify your performance? What problems arose, and how will they be avoided on this contract?

4.1.3. Provide at least three most recent references from current clients who have similar arrangements relating to implementation of similar system.

	Client name:
	Nature of engagement:

	Client address:
	Role of firm: <Bidder, member of joint venture/ consortium/ association>

<State name of associated firms (if any) in the joint venture/ consortium/ association>



	
























4.1.4. What do you believe are your firm’s strengths? What do you believe are the challenges you face?

4.1.5. Please describe the 3 most recent customer complaints and how you resolved them.

4.1.6. Briefly describe your interest in this contract and what factors makes you the best vendor in your opinion (include here any information or material you want COOP BANK to take into consideration while evaluating your ability to perform this contract).

4.1.7. Explain on whether the use of other parties or subcontractors by the third party would be recommended in your proposal.

4.1.8. Explain the Scope of your internal controls, systems and data security, privacy protections and audit coverage.

4.1.9. Give details on Knowledge of relevant consumer protection controls that are applicable in your procedures.

4.2. [bookmark: page10]Service Provisioning and Management

4.2.1. Please describe your proposed account management structure for the COOP BANK Contract.

4.2.2. Please describe your proposed staffing plans in respect of the COOP BANK Contract.

4.3. Quality Process

4.3.1. Please provide details of any quality assurance certification that your company holds e.g. IS0 9000 or equivalent standard. Please include a copy of any certificate. If no accreditation held, please attach an outline of your quality assurance policy.

4.3.2. Please describe your solution delivery and project management methodology/framework including the recommended project organizational structure and governance framework

4.4. Supplier Organization

4.4.1. Provide a complete description of all third parties / consortia members to this tender, i.e.

foreign supplier, local suppliers and or agencies involved in this bid.

4.4.2. Clarify how third parties’ / consortia members will be organized and managed.

4.4.3. Identify which part of the product / service each third party / consortia member will deliver (if any):


	Names of  third  party  /  consortia members (if any)
	Total % Purchases
	Local / foreign purchases

	
	
	

	
	
	

	
	
	


[image: ]


4.4.4. Who will have overall responsibility for delivery e.g. single contractor, joint venture?

4.4.5. Describe how you will manage third parties / consortia members in the supply chain.

4.4.6. How will you manage your supplier’s performance?

4.4.7.    Please indicate whether third parties’ / consortia members have worked together before and give details.

4.4.8. Describe your business resumption strategy and contingency development plans.




	

5. [bookmark: page11]SUPPLIER SPECIFIC INFORMATION

5.1. Vendor Background

Unless instructed otherwise, when answering questions in this Section, please give details which specifically relate to your Company and not to the whole of the group if your Company forms part of that group.

5.1.1. Please describe the vendor's background, including how long it has been in business.
	Date of Incorporation
	 

	Country of Registration
	 

	Registration Number
	 

	Vat Registration Number
	 



5.1.2. Are there any current directors serving on boards of other organizations?

	Names of Directors
	Name of organization

	
	

	
	

	
	

	
	


5.1.3. Please supply a detailed organ gram, disclosing all related holding companies, subsidiaries and associates clearly showing the respective shareholding.
5.1.4. Pricing–Please submit your competitive pricing in a sealed separate envelope (Not applicable in this proposal).

5.2. Annual Reports and Financial Data

Unless instructed otherwise, when answering questions in this Section, please give details, which specifically relate to your Company and not to the whole of the group if your Company forms part of that group.
5.2.1. Characterize your company’s financial performance for the last three years.
5.2.2. Furnish balance sheets/financial statements for the last three years.
5.2.3. Include your company’s annual report to shareholders for the last two years with your RFP Response.
5.2.4. [bookmark: page12]Specify whether there is any pending or threatened claims that could affect your financial standing. Provide details of attorney’s and legal advisors as well as confirmation
5.2.5. Letters from such attorneys with regard to the existence or non-existence of any pending litigation.

5.3. Declaration of Interest
5.3.1. Has any Director, Partner, Associate, Company Secretary, Senior Manager or Manager in your organization been employed by COOP BANK Bank? If YES, please give details.
5.3.2. Does any Director, Partner, Associate, Company Secretary, Senior Manager, Manager or any person connected with this RFP, have any relationship (family, friend, other) with a person employed in the department concerned with the administration of this RFP and/or any person who may be involved with the evaluation or adjudication of this RFP? If YES, please give details.




image1.emf
BCM 

requirements.xlsx


BCM requirements.xlsx
WORKING DOCUMENT

		BCM Requirements for Our Suppliers/ Vendors

		S/N		BCM Minimum Standards 		BCM Minimum Standards Assessment 		(Yes/No)		Comment if "No"		Attach evidence if "Yes"

		1		Business Continuity Management Policy		As a Supplier, Are you having a documented Business Continuity Management policy in place, which is reviewed on a periodic basis, but at least annually?


		2		Business Continuity Management Governance		As a Supplier, Do you have a assigned and accountable person for Business Continuity Management who will assign roles and responsibilities to the management team for the service and review these at least annually.

		3		Business Impact
Analysis
		As a Supplier, Are you conducting (at least annually) a business impact analysis (BIA) to determine time critical processes?.
 



						 Are the BIA reviewed and approved by the accountable person responsible for business continuity management and by the executive responsible for the services?

		4		Supplier’s Risk
Assessment
		As a Supplier, Are you performing (at least annually) a risk assessment to identify the risks that could cause a business interruption and ensure that appropriate controls are implemented to manage and control such risks?

		5		Business Continuity Plan (BCP)		As a Supplier, Are you having a documented Business Continuity Plan to meet the Recovery Time Objective (RTO) specified by the Bank for the provided services?. 

		6		Supplier Business Continuity Plan invocation process		As a Supplier, Are you reviewing the formal Business Continuity Plan invocation process on an annual basis to ensure that the initial responses to an incident are appropriate?

		7		Business Continuity Plan test		As a Supplier, Are you testing the Business Continuity Plan in accordance with the services tier or soon after major changes / enhancements / remediation have been implemented that affect the Services?


						As a Supplier, Are you ensuring that identified gaps are addressed with a remediation plan (action, ownership, delivery date) and shared and agreed with the Bank?

		8		Supplier IT Disaster Recovery Plan (IT DRP)		As a Supplier, Are you having a documented IT Disaster Recovery Plan (IT DRP) in place, which is reviewed on a periodic basis or soon after major changes/enhancements have been implemented to the service? 

						As a Supplier, Are you ensuring that actions highlighted from the IT DRP review are implemented in a timely manner?

		9		Supplier IT Disaster Recovery Plan (IT DRP) test		As a Supplier, Are you testing the IT DRP to confirm its ability to recover the service in the agreed timeframes  on an annual basis or soon after major changes / enhancements /remediation have been implemented that affect the Services? 

						As a Supplier, Are you reviewing the test results and ensures that suitable actions are taken to remediate the identified findings?

		10		Incident & Crisis Management (Crisis Management Team)		As a Supplier, Are you having a crisis management team responsible for the implementation of a crisis management plan detailing procedures to be taken in the event of an incident or event that impacts the delivery of services to the Bank?

		11		Invocation of the Plan (Communication Plan/Incident Log)		As a Supplier, Are you notifying the Bank in the event of a service interruption which requires invocation of one or many of the Business Continuity Plan, Crisis Management Plan and/or IT DR Plan? 

						As a Supplier, Are you preparing an incident report which must be shared with the Bank in the event of a Service interruption? 



				STAMP		VENDOR 

						Signature:

						Name:

						Title: 

						Date:





REQUIREMENT MATRIX

		VENDOR SCORE REQUIREMENT MATRIX

		Score Requirements		SCORE

		Vendor Meeting  BCM Requirement		11 YES 

		Vendor Not meeting BCM Requirement		<11 YES
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KYV DOCUMENTS.docx

BELOW DOCUMENTS SHOULD BE SUBMITTED


1. Company profile detailing the products and services offered   


2. Company physical location and address of your business   


3. A copy of a business license


4. Tax certificate (TIN and VAT)


5. Firm structure and number of employees  


6. Anti-bribery & corruption policy   


7. Audited financial statements for the last three (3) years   


8. Reference letters from similar work done 


9. Professional indemnity cover   


10. Copies of ID’s for ultimate beneficial owners (partners)  


11. Company registration document  


12. ID’s  Copies of the directors of the company  


13. Any business continuity plan/policy   


14. Memorandum and Articles of Associations  


15. Business Licence  


16. List of owners of the company
























NDA-new.doc

DATED
20(   )





KCBL Bank


   -and-


1. [Name of the supplier]


..





NON-DISCLOSURE AGREEMENT





THIS AGREEMENT is made the [
]   day of   [
] 20[     ]


BETWEEN:


(1) KCBL BANK   whose registered office is at Head Quarters, Azikiwe Street P.O. Box 268, Dar es Salaam, (hereinafter referred to as "KCBL" which expression shall where the context so permit include its assigns and successors in title whether immediate or derivative);


(2) [Name of the supplier
                            ] with registered number [insert number]) whose registered office is at[………………………]  ("[Name of the supplier]").


BACKGROUND


KCBL and [Name of the supplier] have entered into discussions regarding the Proposal (as...defined below) and it is envisaged that each party may from time to time receive Information (as defined  below) relating to the other in respect thereof. The parties have agreed that any dealings between them shall be subject to this Agreement.


IT IS AGREED as follows:


1.
DEFINITIONSANDINTERPRETATION


1.1
In this Agreement the following definitions shall apply:


"Affiliate"


"Agents"


"KCBL' Competitor"


"KCBL Group" "Confidential Information"



means any person or entity Controlling, Controlled by or under common Control with such party from time to   time;


means directors, officers, employees, agents, professional advisers, contractors or subcontractors, or any Affiliates;


means any bank or building society that carries on banking or card issuing in the United Republic of Tanzania;


means KCBL and its Affiliates;


means Information relating to one party or its Agents (the "Disclosing Party") and/or the business carried on or proposed or intended to be carried on by the Disclosing Party and which is made available for the purposes of the Proposal to Name of the supplier (the "Receiving Party") (or its Agents) by the Disclosing Party (or its Agents) or which is


recorded in agreed minutes following oral disclosure to the Receiving Party and any other information which is otherwise made available by the Disclosing Party (or its Agents) to the Receiving Party (or its Agents), whether before, on or after the date of this Agreement, including any information, analysis or specifications derived from, containing or reflecting such information but excluding information which:-


(a) is publicly available at the time of its disclosure or becomes publicly available (other than as result of disclosure by the Receiving Party or any of its Agents contrary to the terms of this Agreement);or



(b) was lawfully in the possession of the Receiving Party or its Agents (as can be demonstrated by its written records or other reasonable evidence) free of any restriction as to its use or disclosure prior to its being so disclosed; or


(c) following such disclosure, becomes available to the Receiving Party or its Agents (as can be demonstrated by its written records or other reasonable evidence) from a source other than the Disclosing Party (or its Agents), which source is not bound by any duty of confidentiality owed, directly or indirectly, to the Disclosing Party in relation to such information;


"Control"



means the power, direct or indirect, to direct or cause the direction of the management and policies of such entity whether by contract, ownership of shares, membership  of the board of directors, agreement or otherwise and, in any event and without limitation of the foregoing, any entity owning more than {50%} of the voting securities of a second entity shall be deemed to control that second entity. The terms "Controlling" and "Controlled" shall have a corresponding meaning;


"Data Protection Legislation"
means   all   legislation   and regulations relating
to  the protection of personal data;;


"Information"
means   all information including, without limitation, any


information relating to systems, operations, plans, intentions, market opportunities, know-how, trade secrets and business affairs in whatever form, whether in oral, tangible or in documented form and, if in tangible or documented form, whether marked or identified as being proprietary or not;


"Intellectual Property Rights"
Includes:-


(a) any copyright, design rights, patents, inventions, logos, business names, service marks and trademarks, Internet domain names, moral rights, rights in databases, data, source codes, reports, drawings, specifications, know how, business methods, trade secrets, semi-conductor rights, topography right s, whether registered or unregistered, rights in the nature of unfair  competition and the right to sue for passing off;


(b) application s for registration and the right to apply for registration for any of these rights; and


(c) all other intellectual property rights  and  equivalent  or  similar forms of protection;


Existing anywhere in the world.


"Proposal"
means[ Name of the services
];


2.
CONFIDENTIAL  INFORMATION


2.1 In consideration of each party making available to the other such Information, the parties jointly agree that any dealings between them shall be subject to the terms and conditions of this Agreement.


2.2 The Receiving Party will treat and keep all Confidential Information as secret and confidential and will not, without the Disclosing Party's written consent, directly or indirectly communicate or disclose (whether in writing or orally or in any other manner) Confidential Information to any other person other than in accordance with the terms of this Agreement.


2.3 The Receiving Party will only use the Confidential Information for the sole purpose of technical and commercial discussions between the parties in relation to the Proposal and shall not (without the prior consent of the Disclosing Party) use the Confidential Information to carry out any investigation, research, development or design of a proposal in the same technical area as that of the Proposal.


2.4 Notwithstanding clause 2.2, the Receiving Party may disclose Confidential Information:


(a) Subject to clause 5.1 to those of its Agents who strictly need to know the Confidential Information for the sole purpose set out in clause 2.3 provided that the Receiving Party shall ensure that such Agents are made aware prior to the disclosure of any part of the Confidential Information that the same is confidential and that they owe a duty of confidence to the Disclosing Party on the same terms as contained in this Agreement. The Receiving Party shall at all times remain liable for any actions of such Agents that would constitute a breach of this Agreement; or


(b) To the extent required by law or the rules of any applicable regulatory authority, subject to clause 2.5 below.


2.5 In the event that the Receiving Party is required to disclose any Confidential Information in accordance with clause 2.4 (b) above, it shall promptly notify the Disclosing Party and co­ operate with the Disclosing Party regarding the form, nature, content and purpose of such disclosure or any action which the Disclosing Party may reasonably take to challenge the validity of such requirement.


2.6 In the event that any Confidential Information shall be copied, disclosed or used otherwise than as permitted under this Agreement then, upon becoming aware of the same, without prejudice to any rights or remedies of the Disclosing Party, the Receiving Party shall as soon as practicable notify the Disclosing Party of such event and, if requested by the Disclosing Party, take such steps(including the institution of legal proceedings) as shall be necessary to remedy (if capable of remedy) the default and/or to prevent further unauthorized copying, disclosure  .


2.7 Notwithstanding whether the Receiving Party uses the Confidential Information in or not in accordance with this Agreement (including modifying or amending the Confidential Information), all Confidential Information shall remain the property of the Disclosing Party and its disclosure shall not confer on the Receiving Party any rights of the Disclosing party (or its Agents), including Intellectual Property Rights, over the Confidential Information whatsoever beyond those contained in this Agreement.


2.8Use by the Receiving Party of any Confidential Information in accordance with the terms of this Agreement will not infringe the Intellectual Property of any other person and no notification of any actual or potential claim alleging such infringement has been received by the Disclosing Party.


3. RECORDS AND RETURN OF INFORMATION


3.1 The Receiving Party agrees to ensure proper and secure storage of all Confidential Information and any copies thereof to at least the same standard as the Receiving Party keeps its own Confidential Information. The Receiving Party shall not make any copies or reproduce in any form any Confidential Information except for the purpose of disclosure as permitted in accordance with this Agreement.



3.2 The Receiving Party shall, within seven days of receipt of a written demand from the Disclosing Party or of its ceasing to be interested in the Proposal:


(a) Return all written Confidential Information (including all copies);and


(b) Expunge or destroy any Confidential Information from any computer, word processor or other device whatsoever into which it was copied, read or programmed by the Receiving Party or on its behalf (including by any person to whom disclosure has been made as permitted under clause 2.4(a)above).


The obligations in this clause3.3 shall not apply to the extent that (but only for so long as)it is necessary to retain copies for the purpose of providing information to any regulatory authority in accordance with clause 2.4(b)above.


4. ANNOUNCEMENTS


4.1 Neither party will make or permit to be made any announcement or disclosure of its prospective interest in the Proposal without the prior written consent of Name of the supplier.



4.2 Neither party shall make use of Name of the supplier's name or any information acquired through its dealings with Name of the supplier for publicity or marketing purposes without the prior written consent of Name of the supplier.


5. CHANGE OF CONTROL


5.1 If there is a change of Control:-



(a) of [Name of the supplier] to a party who is not a KCBL' Competitor; or


(b) of KCBL; then nothing contained in this Agreement shall prevent the relevant party from disclosing the terms and conditions of this Agreement to the entity that has Control of that  party.


5.2 If there is a change of Control of [Name of the supplier] to a KCBL' Competitor then [Name of the supplier] will not, without KCBL' prior written consent, directly or indirectly communicate or disclose(whether in writing or orally or in any other manner)Confidential Information to that



entity.


6. DURATION


6.1 The obligations of each party and its Agents under this Agreement shall continue and shall survive the termination of any discussions or negotiations between the parties regarding the Proposal.


7. REPRESENTATIONS



7.1 Each party agrees that any Information made available to the Receiving Party or its Agents for the purpose of negotiations or discussions in relation to the Proposal will not form the basis of, or any representation in relation to, any contract, nor constitute an offer or invitation by the Disclosing Party unless the parties expressly agree otherwise.



7.2 Except in the case of fraudulent misrepresentation, the Disclosing Party accepts no responsibility for nor makes any representation or warranty, express or implied, with respect to the accuracy, reliability or completeness of any Information made available to the Receiving Party or its Agents.


8. ADEQUACY OF DAMAGES


8.1 Without  prejudice to any other rights or remedies of the Disclosing Party, the Receiving Party acknowledges and agrees that damages would not be an adequate remedy for any breech by it of the provisions of this Agreement and that the Disclosing Party shall be entitled to seek the remedies of injunction, specific performance and other equitable relief for any threatened or actual breach of any such provision by the Receiving Party or its Agents, and no proof of special damages shall be necessary for the enforcement of the rights under this Agreement.



8.2 Nothing contained in this Agreement shall be construed as prohibiting the Disclosing Party from pursuing any other remedies available to it, either at law or in equity, for any such 


8.3 threatened or actual breach of this Agreement including specific performance, recovery of damages or otherwise.



9. DATA PROTECTION


9.1 [Name of the supplier] shall (and shall procure that its Agents shall) comply with Data Protection Legislation and all applicable laws and regulations relating to the processing of personal data or privacy or any amendments and re-enactments thereof, and shall procure that its employees, agents and subcontractors shall observe the provisions of the same.



10. GENERAL


10.1 Neither party may assign the benefit of this Agreement nor may any interest hereunder except with the prior written consent of the other, save that KCBL assign this Agreement at any time to any member of the KCBL Group.


10.2 No failure, delay, relaxation or forbearance on the part of either party in exercising any right, power or privilege under this Agreement will operate as a waiver of it, nor will any single or partial exercise of it preclude any further exercise or the exercise of any right, power or privilege under this Agreement or otherwise.


10.3 If any provision of this Agreement is held invalid, illegal or un enforce able for any reason by any court of competent jurisdiction, such provision shall be severed and the remainder of the provisions here of shall continue in full force and effect as ift his Agreement had been executed without the invalid, illegal or unenforceable provisions. If a provision of this Agreement that is fundamental to the accomplishment of the purpose of this Agreement is held invalid, the parties shall immediately commence good faith negotiations to remedy such invalidity.


10.4 Any change to this Agreement shall only be valid if it is in writing and duly signed by persons authorized on behalf of each party.



10.5 The parties acknowledge and agree that this Agreement shall not constitute, create or give effect to a joint venture, pooling arrangement, principal/agency relationship, partnership or formal business organisation of any kind and neither party shall have the right to bind the other without the other's express prior written consent.


10.6 Any notice or other document to be served under this Agreement to either party may be delivered or sent by post or facsimile process to the party to be served at its address set out below:


			KCBL


			The Supplier





			The General Manager


KCBL Bank,



KCBL Head Office Building, Mawenzi Road, Moshi, of Post Office Box 1760, Moshi Tanzania 


Mark for the attention of:



Head of Finance


Post Office Box 1760, Moshi 


Mark for the attention of:



Director of Procurement



The Managing Director



KCBL  Bank ,



KCBL Head Office Building, Azikiwe Street, Dar es Salaam, of Post Office Box 268,Dar es Salaam Tanzania 


Mark for the attention of:



Director of Procurement



, oPost Office Box 268,Dar es Salaam Tanzania 


Mark for the attention of:



Director of Procurement


			The Managing Director

















10.7 This Agreement shall be governed by and construed in accordance with the laws of United Republic of Tanzania and the parties agree to submit to the non-exclusive jurisdiction of the courts of United Republic of Tanzania.


IN WITNESS WHERE of the parties hereto have caused this Agreement to be executed by their respective duly authorized representatives.


KCBL BANK 


By:…………………………………………………………….



(Signature)


Name: ............................................


Title·......................................................


Date: ............................ ........................


KCBL BANK 


By:…………………………………………………………….




(Signature)


Name: ............................................


Title·......................................................


Date: ............................ ........................



( Name of the supplier )


By:………………………………………..



               Name: .................... .......................


Title· ......................................................


Date·.....................................................


                (Name of the supplier )


By:………………………………………..



               Name: .................... .......................


Title· ......................................................


Date·.....................................................
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BANKING DETAILS INDEMNITY FORM 
 
General Manager, 



KCBL Bank. 



PO Box 1760,  
Moshi, 



Tanzania 



 
Dear Sir 



Herein please find our banking details as verified by our bankers for Electronic Funds Transfer purposes. 



 
Name of 
Company/Entity/Individual: _________________________________________________________________  
(Hereafter referred to as ‘the Supplier’) 



 
Banking Institution : _________________________________________________________________ 



Bank Account Name : _________________________________________________________________ 



Bank Account Number : ________________________________________________________________ 



Branch Code : _________________________________________________________________ 



Swift Address : _________________________________________________________________ 



IBAN NO. : _________________________________________________________________ 
 
 
The Supplier hereby warrants that it’s banking details and all other information herein provided (herein after 



collectively referred to as “the information” )is true, accurate and correct in all respects and furthermore shall 
ensure that KCBL is timeously advised in writing of any changes to the information. 



 
The vendor indemnifies and holds KCBL harmless against any loss or claim of whatsoever nature, whether direct or 



consequential, which the vendor or any other party may suffer to have against KCBL, arising out of the information 
being false, inaccurate or otherwise incorrect in respect and/or failing to timorously advise KCBL Bank . in writing 
of any changes to the information, for any reason whatsoever. 
 
 
SIGNED AND ACCEPTED ON THIS ________________DAY OF ______________________________________  
 
 
 
 



Name: 



 
Position: 



 
For and behalf of the Supplier, he being duly 



authorised thereto.”  
 
 
 
 
 
 
 
 
 



Company stamp (if applicable) 



information as 



 
 
 
 
 
 
 
 
 



Bank stamp (it is confirmed that the supplied 



above is correct) 
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Kilimanjaro Co-operative Bank Limited 
 



Application Form - Supplier Registration 
 



 



This form is to be completed in its entirety by all suppliers answering any Request for 



Quotation or Request for Proposal or when so requested to do so by a responsible KCBL 



Bank. official. Failure to complete the form and/or to provide written answers to any further 



questions or requests for additional information or requests for clarification may result in 



the supplier’s elimination from further consideration and/or the cancellation of existing 



orders and/or removal from the KCBL Bank. approved suppliers list. 



 



The answers provided in this questionnaire are legally binding on the supplier and may be 



used internally by KCBL Bank. at its sole discretion for whatever purpose and may further 



be used as evidence in any court of law, which has jurisdiction. Further KCBL Bank. reserves 



the right without further recourse to verify at KCBL Bank ’s cost any fact provided in answer 



to any of the questions. 



 



By completing and signing this questionnaire the supplier confirms their acceptance of these 



conditions. 



 



Where necessary and if insufficient space has been provided on the form for the answers, 



please provide the answers as supplements on separate sheets. 



 



The completed form is to form part of the Request for Quotation or Request for Proposal and 



should be included in that document set. Where the request to complete the form is outside 



this process the completed form is to be returned by post or hand delivered marked for the 



attention of the Procurement Department KCBL Bank. receives the form within ten working 



days of receipt by the supplier. 



 



Please initial each page and sign the last page in the space provided. 
 
 
Thank you for your assistance.  
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Part 1 Organisation Particulars  



1.1 Registered name of organisation: _________________________________________ 



1.2 Type of organisation: (state whether private limited company, public limited company, sole 



 proprietor, partnership, close corporation 



 etc._________________________________________ 



1.3 Company registration number:   



 _________________________________________  



1.4 Full physical address of registered office: _________________________________________ 



 _________________________________________  



 _________________________________________  



 _________________________________________  



1.5 Postal address of registered office:   



 _________________________________________  



 _________________________________________  



 _________________________________________  



 _________________________________________  



1.6 Address of principal operation:   



 _________________________________________  



 _________________________________________  



 _________________________________________  



 _________________________________________  



1.7 Postal address of principal operation:   



 _________________________________________  



 _________________________________________  



 _________________________________________  



 _________________________________________  



1.8.1 Telephone Number: _________________ 



1.8.2 Fax Number:  _________________ 



1.8.3 Email address  _________________ 



1.8.4 Tanzania Tax Registration No. (TIN) _________________  
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Part 2 List of Documents to be attached  



 



2.1 Organisation Profile: 
 



 



2.1.1 Please provide a list of shareholders, directors and officers and senior  



 employees:   



2.1.2 Please disclosure if any shareholders, director, officer or senior employee   of 



 KCBL Bank has an interest of 5% or more in your organization  



2.1.3 Please list all shareholders, directors, officers or senior employee of the 



 organisation who have financial interest in KCBL Bank    
 



 



2.2 Please provide an organization chart detailing the structure of the organisation 



showing directors officers, senior managers and their responsibilities. 



 



2.3 For that part of the organisation that will be responsible for fulfilling your service 



obligations to KCBL Bank, please provide a reasonably detailed organisation chart. 
 



2.4 Please specify the total number of employees in the organisation. 
 



2.5 Please generally describe the organisation’s operations. 
 



2.6 Please generally describe the size of your organisation’s facilities. 
 



2.7 Please generally describe the experience and expertise your organisation 



possesses that enable you to effectively and efficiently perform the service that 



you provide to KCBL Bank  
 



2.8 Please specify who is responsible for safety within the organisation and provide 



details of how safety is administered at the different levels within the 



organisation. 



 
 



 



2.9 Please specify who is responsible for environmental issues within the organisation 



and provide details of how environmental issues is administered at the different 



levels within the organisation. 
 



2.10 Please specify how you will ensure that any sub-contractor used will meet your 



obligations in terms of Health & safety and Environmental issues. 
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2.11 Will your activities in association with fulfilling your contractual obligations 



generate waste or have the potential in the event of an accident to cause damage 



to environment? If yes please attach a copy of waste management plan and the 



accident management plan 



 



2.12 If applicable, please provide details of the organisation workman’s compensation 



policy and provide a certified copy of your organisation good standing with the 



compensation commissioner 



 



2.13 Where the annual value of the business that you expect to undertake with KCBL 



Bank  exceeds TZS 100,000,000. Please provide a copy of the audited financial 



statements for the last three years 



 



2.14 Please generally describe any affiliations with other entities  
 
 
 
 
 
 
 



YES NO  



Part 3 CMT Questionnaire 



  
3.1 Do any of your organisation’s shareholders, directors, officers or 



 employees have any family or close business relationships with any 



 government or political official, whether at national, provincial or 



 municipal level, or  any  official  in  a  parastatal  or  international 



 organisation? 



 If yes, please provide details as an attachment. 



  



3.2 Does your organisation or any of its shareholders, directors, 



 officers or employees ever offer gifts or bribes or faciltation 
 payments to any  of  the  above-mentioned  officials  or 
 individuals to facilitate business  transactions  or  obtain 
 business advantages? 



 If yes, please provide details as an attachment. 
  



3.3 Does your organisation or any of its shareholders, directors, officers 
 or emplyees have any affiliation to organised crime or recive or pass 



 on the proceeds of illicit activities through normal business channels 
 although directly involved in such activities? 



 If yes please provide details as an attachment 
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YES NO  



Part 3 CMT Questionnaire 



  
3.4 Has your organisation had  its  assets,  accounts  or  financial 



 transactions blocked for actual or suspected involvement in terrorist 



 activities or received notice that all or any financial transactions 
 involving the assets of your organisation or any of its shareholders, 



 directors or officers are to be blocked. 



 If yes, please provide details as an attachment. 



  



3.5 Has your organisation or any of its shareholders, directors, officers 
 or employees ever been officially listed by any organisation, body or 
 country as being involved in terrorist activities? 



 If yes, please provide details as an attachment. 



  



3.6 Has your organisation or any of its shareholders, directors, officers 



 or employees ever been the subject of public allegations, under 



 investigation, charged,   prosecuted,   or   convicted,   or   had 
 your/its/their assets seized, blocked, frozen or ordered forfeit or has 



 a judgement entered against you/it/them in respect of any national, 
 foreign or international law relating to any of the following: 



 3.6.1 Money laundering 



 3.6.2 Financial crime 



 3.6.3 Corruption 



 3.6.4 Bribery 



 3.6.5 Terrorism 



 3.6.6 Any other economic offence 



 If the answer to any of these questions is yes, please provide details 
 as an attachment. 



  



3.7 Is your organisation, any predecessor to your organisation or 



 any member of your organisation currently a party to any 
 litigation that is in progress? 



 If yes please provide details as an attachment. 
  



3.8 Has your organisation, any predecessor to your organisation, 



 or  any member  of your organisation  within the last three 



 years  been  a  party  to  any  litigation  directly  or  indirectly 



 related to the conduct of your business? 



 If yes please provide details as an attachment 
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YES NO  



Part 3 CMT Questionnaire 



  
3.9 Has your organisation, any predecessor to your organisation 



 or  any member  of your organisation  within the last three 
 years been the subject of any disciplinary action by a court, 
 professional body or regulatory agency? 
  



3.10 Has your organisation retained, or does it intend to retain, 



 any subcontractors, dealers or sub-dealers, consultants, 
 agents or representatives to assist in providing services to 
 KCBL Bank? 



 If so, will you or have you performed adequate due diligence 



 with respect to them in respect of normal commercial, as well 
 as   anti-corruption,  anti-money   laundering,   and   anti- 
 terrorism, matters? 



 Please   furnish   us   with   details   with   regard   to   such 
 subcontractors etc. as an attachment. 



  



3.11 Does your organisation have an existing internal compliance 



 programme  the  addresses  the  prevention  of  corruption, 



 money laundering and terrorism? 



 If  yes,  kindly  furnish  us  with  details  of  its  nature  and 
 effectiveness as an attachment. Please indicate whether the 
 programme includes an education and training program in 



 respect of governance generally and CMT in particular. 
 
 
 



 



Signed with due authorisation by 
 
 
 



 



[name] ________________________________________________________________ 
 



 



[designation]________________________________ 
 



 



on this _____________ day of ___________ 20__.  
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1. INTRODUCTION 


Objective: 







 


To strengthen the organization’s cybersecurity posture by implementing Sophos Zero 


Trust Network Access (ZTNA), Managed Detection and Response (MDR) Complete 


solution, and upgrading Sophos Firewall with Xstream Protection and Web Server 


Protection. This initiative aims to ensure secure application access, proactive threat 


detection, and response capabilities while integrating with existing infrastructure. 


Scope: 


➢ Deployment of Sophos ZTNA for secure, seamless access to critical business 


applications. 


➢ Implementation of Sophos MDR Complete for 24/7 threat monitoring, detection, 


and response. 


➢ Upgrade Sophos Firewall to the latest Hardware with Xstream Protection & Web 


Application Firewall Licenses for enhanced network security  


➢ Integration with existing IT infrastructure, including identity management systems 


and third-party security tools. 


 


2. Business Requirements 


Functional Requirements: 


i. Network Access Control (NAC) via ZTNA:  


➢ Implement Sophos ZTNA as a Network Access Control (NAC) solution to 


ensure that only compliant and authorized devices can access the 


network. 


➢ Enforce access control policies based on device health, user identity, and 


security posture. 


➢ Integrate with existing endpoint security solutions to dynamically adjust 


access privileges based on real-time security assessments. 


ii. ZTNA Implementation:  


➢ Deploy ZTNA gateways.  


➢ Implement micro-segmentation to restrict access to specific applications. 


➢ Integrate with Sophos Intercept X for endpoint security and device health 


validation. 


➢ Support user group-based and health-based access policies. 


➢ Provide clientless access for browser-based applications. 


iii. SOC as a Service (Sophos MDR Complete):  







 


➢ Vendor to provide 24/7 monitoring of endpoints, networks, and cloud 


environments. 


➢ Provide expert-led threat hunting and incident response. 


➢ Integrate with third-party tools such as Microsoft Defender and Fortinet. 


➢ Offer detailed weekly and monthly reports on threats and incidents. 


➢ Adaptive Cybersecurity Ecosystem for automated threat detection. 


➢ Direct call-in support for active incidents. 


➢ Dedicated Incident Response Lead to manage critical security threats. 


➢ Root cause analysis and continuous review of settings and configurations 


to ensure optimal endpoint performance. 


➢ Threat containment capabilities to prevent lateral movement. 


➢ Intelligence Briefings: “MDR Threat Cast” for ongoing awareness. 


➢ Breach Protection Warranty covering up to $1M in response expenses. 


iv. Sophos Firewall Upgrade:  


➢ Upgrade current HW Firewall to latest Sophos HW with Xstream Protection 


and Web Server Protection licenses 


➢ Enhance traffic filtering, intrusion prevention, and network segmentation 


configuration. 


➢ Configure centralized management through Sophos Central for real-time 


monitoring and reporting. 


v. Synchronized Security Ecosystem:  


➢ Use Sophos Security Heartbeat™ for real-time endpoint, firewall, and 


network synchronization. 


➢ Automate isolation of compromised systems to prevent threat spread. 


vi. Reporting and Insights:  


➢ Centralize monitoring and reporting in Sophos Central. 


➢ Conduct root cause analysis for incidents and provide actionable 


recommendations. 


vii. Scalable Infrastructure:  


➢ Deploy scalable ZTNA gateways and firewall configurations to support 


organizational growth. 







 


➢ Ensure high availability and clustering capabilities for business continuity. 


 


Non-Functional Requirements: 
• Performance: Ensure minimal latency for remote application access and network 


traffic management. 


• Reliability: Maintain 99.9% uptime for MDR, ZTNA services, and firewall operations. 


• Compliance: Align with NIST and other relevant security frameworks. 


 


3. Technical Requirements 
Infrastructure: 


• Sophos Central for cloud-based management and reporting. 


• Sophos Firewall + with Xstream Protection and Web Server Protection. 


Software: 


• Sophos Intercept X and ZTNA agents for endpoints. 


• Integration with identity providers like Microsoft Active Directory and Okta. 


Licensing: 


• Annual subscription licensing for ZTNA, MDR Complete, and Sophos Firewall 


upgrades  


• Optional MDR Guided Onboarding for seamless implementation. 


 


4. Implementation Plan 
Phase 1: Design and Planning 


• Define architecture and access policies for ZTNA. 


• Outline MDR Complete workflows, including escalation paths and response 


protocols. 


• Plan Sophos Firewall upgrade, including configuration of HA and integration with 


ZTNA. 


• Identify integration points with existing tools and infrastructure. 


Phase 2: Deployment 







 


• Deploy ZTNA gateways and agents on selected infrastructure. 


• Configure MDR Complete services and integrate with third-party telemetry 


sources. 


• Upgrade Sophos Firewall and configure advanced network security features. 


• Conduct initial tests to validate configurations. 


Phase 3: Training and Rollout 


• Train IT teams on Sophos Central, MDR collaboration workflows, and firewall 


management. 


• Onboard end-users for ZTNA access. 


• Roll out the solutions organization-wide. 


Phase 4: Monitoring and Optimization 


• Monitor performance and address any deployment issues. 


• Use reports and insights to refine policies and configurations. 


• Conduct regular security posture assessments. 


 


5. Key Deliverables 
• Integration with other security tools, including other vendors' firewalls. 


• Detailed architecture and design documents for ZTNA, MDR Complete, and 


Firewall upgrades. 


• Configured and deployed ZTNA gateways, MDR Complete services, and 


upgraded Sophos Firewall. 


• Training materials and user guides for IT teams and end-users. 


• Weekly and monthly threat reports and performance metrics 


6. Risks and Mitigation 
Risks: 


• Potential compatibility issues with legacy systems. 


• Resistance to change from end-users. 


• Delays in deployment due to infrastructure constraints. 


• Firewall upgrade disruptions impacting network availability. 







 


Mitigation: 


• Conduct thorough compatibility testing during the design phase. 


• Provide comprehensive training and awareness campaigns. 


• Allocate additional resources to address infrastructure challenges. 


• Schedule firewall upgrades during off-peak hours and implement HA 


configurations. 


 


This document provides an end-to-end overview of the design, requirements, and 


implementation plan for the cybersecurity initiatives, including the Sophos Firewall 


upgrade with Xstream Protection and Web Server Protection and the full deployment of 


MDR Complete. Approval is requested to proceed with the outlined phases and 


allocate necessary resources. 


 


7. Approval and Signoff 


The undersigned acknowledge that they have reviewed and approved the End-to-End 


Business Requirements Document (BRD) for Co-op Bank Cybersecurity Enhancements 


Signoff: 


Name Title Department Date Signature 


 


Hemed Nassor 


 


 


Head of ICT 


 


ICT  


  


 


Jackline Muro 


 


 


Head of Risk 


 


Risk and 


Compliance 
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